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The drive for improved power system efficiency, stability and flexibility has served as a catalyst 
for Smart Grid research and development, so the communications networks in Smart Grid must 
facilitate the wide-scale utilization of various communications systems, enable the 
interoperability among various communications protocols, and provide secure and reliable 
communications for the smart grid. Many open issues in communications and networking need 
to be addressed by researchers.  

The major interesting topics investigated in this special issue include Home Area Networking 
(Zigbee, OpenHAN, etc.), Wireless Mesh networking, and Neighborhood Area Networks, 
protocol interoperability, Green routing and switching protocols, and Cyber and Physical 
Security and Privacy. Many thanks to the authors for submitting high-quality papers as well as to 
guest editors and reviewers for providing the timely reviews. A summary of papers is as follows.  
 
“M2M Communications in the Smart Grid: Applications, Standards, Enabling Technologies, and 
Research Challenges,” by Siok Kheng Tan el at., presents some of the ongoing standardization 
work in machine-to-machine (M2M) communications followed by the application of M2M 
communications to smart grid. The paper analyzes and discusses the enabling technologies in 
M2M and provides an overview of the communications challenges and research opportunities 
with a focus on wireless sensor networks and their applications in a smart grid environment. 

“Location Discovery Based on Fuzzy Geometry in Passive Sensor Networks,”  by Rui Wang el 
at., provides a solution to location discovery with uncertainty for passive sensor networks in the 
nation's power grid. The approach of fuzzy geometry is introduced to investigate the fuzzy 
measurability. The interplay between fuzzy geometry of target localization and the fuzzy 
estimation bias for the case of fuzzy linear observer trajectory is analyzed in detail in sensor 
networks. 

“Building Automation Networks for Smart Grids,” by Peizhong Yi el at., presents a framework 
for end-to-end interoperability in home and building area networks within smart grids. 
6LoWPAN and the compact application protocol are utilized for network and application layer 
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interoperability, respectively. A differential service medium access control scheme enables end-
to-end connectivity. Several issues are also addressed, including interference mitigation, load 
scheduling, and security and possible solutions.  

“Expected Transmission Energy Route Metric for Wireless Mesh Senor Networks,” by 
YanLiang Jin et al., considers wireless mesh sensor networks for smart grid application, as mesh 
topology achieves high throughput and stable intercommunication. A new routing metric is 
designed to improve the energy balance of the whole network and extends the lifetime of 
wireless mesh sensor networks.   

“Cyber Security for Smart Grid, Cryptography, and Privacy,” by Swapna Iyer, reviews different 
types of attacks to smart grid. The specific focus is on cyber security, as the smart grid uses high 
level of computation. It is shown that cryptography and key management techniques can be used 
to overcome these attacks. The paper also discusses the privacy of consumers as another 
important security concern. 

“BVS: A Lightweight Forward and Backward Secure Scheme for PMU Communications in 
Smart Grid,” by Wei Ren el at., proposes a family of security schemes that are lightweight in 
terms of computation and storage for phaser measurement units (PMUs), including billed value-
based scheme (BVS). Security analysis justifies that the proposed schemes, especially BVS, can 
attain the security goals with low computation and storage cost. 

 “Cognitive Radio for Smart Grid: Theory, Algorithms, and Security,” by Raghuram 
Ranganathan el at., introduces a novel concept of incorporating a cognitive radio network as the 
communications infrastructure for the smart grid. From the power system point of view, a 
supervised learning method is used for the automated classification of power system disturbances. 
The impending problem of securing the smart grid is also addressed, in addition to the possibility 
of applying FPGA-based fuzzy logic intrusion detection for the smart grid. 
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